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ABSTRACT. In this paper, we propose a multiparty key agreement protocol by
generalizing the Blom’s scheme based on 2 variable polynomials. Especially we
develop three party and four party key agreement schemes with security. The
advantage of the new schemes is to have small demands on storage space.

0. INTRODUCTION

We assume the network has N-users and every message transmitted in the net-
work by encryption should be protected. For the encryption, we usually use a
public key cryptosystem or conventional cipher. In the second case we distribute
keys by key distribution center or by pubilc key distribution algorithm. In ei-
ther case many protocols are developed for sharing the common key between two
participants. The problem of setting a common key between more than two par-
ticipants has already been addressed by using pubilc key distribution algorithm.
The example is the protocol of conference key system [7]. Recentely, tripartite
new scheme was developed by using Weil pairing based on Diffie-Hellman [10].
This system needs only a single round communication. In this paper, we propose
a multipart-key ageement scheme with a parameter k, where k is the largest size
of the coalition against security of the scheme. In our setting, we assume a key
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distribution center (KDC) and the secret data used to generate keys are sent from
the KDC to the user in a secret way. The advantage of this system is to reduce
the number of round communication and to have small demands on storage space.

This paper is organized as follows.

We begin in section 2 by reviewing Blom’s basic scheme. Section 3 presents the
multi-party key distribution scheme. First we give the special case of the scheme
sharing the keys among three users with the security £ = 1. Furthermore, we also
deal with the case of four users with k = 1 and k = 2. Section 4 proves the security
of the schemes suggested in the previous section. Section 5 shows the advantages

of our multiparty key schemes and summarizes our results with the future work.
1. PRELIMINARIES

Many key distribution systems are used in the field of protocol algorithm. In
this section, we introduce Blom’s scheme which gives the motivation of our scheme.
In this scheme we assume that there exists a key distribution center and that
user keys or secret data used to generate keys are sent from the center to the users

in a secure way.

BLoM’s BAsic SCHEME : We introduce the scheme using two variable poly-
nomials with & = 1.
STEP 1. A prime number p is public. For each user U, an element ry € Z, is
chosen to be public and the elements ry must be distinct.
STEP 2. The KDC chooses three random elements a, b, c € Z, which is not neces-
sarily distinct, and forms the polynomial ’

f(z,y) =a+bz+y)+cry (mod p)
STEP 3. For each user U, the KDC computes the polynomial
gu(z) = f(z,ry) (mod p)

and transmits gy(z) to U over a secure channel. Note that gy(z) is a linear

polynomial in z, so it can be written as

gu(z) = ay +byz (mod p)

where ay=a+bry and by = b+ cry.
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STEP 4. If U and V want to communicate, then they use the common key
KU,V = KV,U = f(T'U, 'r‘v) =a -+ b('rU -+ ’r‘v) + C(TUrv) (mod p),
where U and V obatin Ky y by computing giy(ry) and gy (ry) respectively.
The security of the Blom’s scheme is proved where the number of the coalition
is one. Hence no user can determine any information about the common key of
two other participants.

THEOREM 1.1 [1] The Blom’s scheme is unconditionally secure against any
individual user. O

However the coalition of k users, £ > 2, will be able to determine any key they

wish.

2. MULTI-PARTY KEY DISTRIBUTION SYSTEM

In this section we propose three party key agreement protocol with £ = 1 and
four party protocol with k=1 and k = 2.

2.1. THREE PARTY CASE
STEP 1. A prime number p is public. For each user U, an element ry € Z, is
chosen to be public and the element ry must be distinct.
STEP 2. The KDC chooses four random elements a,b,c,d € Z, which is not
necessarily distinct and forms the polynomial
f(z,y,2) =a+blz+y+ 2) +c(zy + yz + zx) + d(zyz) (mod p).
STEP 3. For each user U, the KDC computes the polynomial

gu(z,y) = f(z,y,ry) (mod p)
and transmits gy(z,y) to U over a secure channel. Note that gy(z,y) can be
written as
gu(z,y) = ay + bu(z +y) + cu(zy)
where ay = a+ bry,by =b+cry and cy = c+dry  (mod p).

STEP 4. If U,V and W want to communicate, then they use the common key

Kuvw = f(ru,rv,mw)

= a+b(ru +rv+rw)+c(rury +rvrw +rwry) + drorvrw  (mod p)
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where [ i, j, k, £] is the class of indices i, j, k and [ which appears ignoring the order
and we denote af; jx ¢ by @ f ¢+ J +k+£=x.
STEP 3. For each user U, the KDC computes the polynomial

gu = f(z,y,27v)
= ay+by(x +y+ 2) + cy(x? + % + 22) + dy(wy + yz + zz) +
ev(xy? +yz? + za® + ya? + 29?2 + 222) + fu(@®y? + 2222 +
gu(zyz) + hy(xy2® + yza? + z2y?) + ky(zy?2? + y222? + zz2) +
t(@??s?)  (mod p)
where
ay = a + bry + ery?, by = b+ dry + ery?,
cU =c+erU+frU2, duy =d+grU+hrU2,
eU=e+hrU+krU2, fU=f+k'rU+€'rU2,
gu =g+mrU+an2, hy = h+an+orU2,
ky =k+ory +prv®, Ly =~L+pru+qu’,
and
a=ap000]; b=ap001]
c=ap002]: ¢=0ap0,1,]
e=ap012)s [ =020022]
g=ap111p h=ap1,1.2)
k=api22), £=ap222)
m=a,1,1,1}s n=0a0q,1,1,2)
0= 0a[1,1,2,2] D= Q[1,2,2,2]
q=20a2222}

STEP 4. If U,V,W and R want to communicate, then they use the common key

Kuvwgr = fru,mv,rw,TR)
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where U, V and W obtainsthe common key Ky y.w by computing gu(rv, rw), gv(rv, rw)

and gw(rv,ru).
2.2, FOUR PARTY CASE WITH k=1
STEP 1. This is the same as the first step in 2.1.
STEP 2. The KDC chooses five random elements a,b,c,d,e € Z, which is not
necessarily distinct and forms the polynomial
flz,y,z,w) = a+blx+y+z+w)+c(zy+yz+ 2w+ wz + zz + yw)
| +d(zyz + zzw + yzw + zyw) + e(zyzw)  (mod p).

STEP 3. For each user U, the KDC computes the polynomial
gU(l', Y, z) = f(myy’ 2, TU)
= ay +by(z +y+2) +cu(zy +yz +22) +dy(zyz)  (mod p)

where ay = a + bry, by =b+cry,cy =c+dry and dy =d +ery  (mod p).
STEP 4. If U, V,W and R want to communicate, then they use the common key
Kyvw,r = f(ru,mv,rw,TR)
= a+b(ry +rv+rw +7Rr) + c(rury + rurw + rure + rvrw
+ryrr +rwrR) + d(rurvrw + rurwrR + TUTRTV + TVTWTR)

+e(ryryrwrr) (mod p)

where U computes Ky v,wr as f(ry,rv,rw,rr) = gu(rv,w,Tr) and similarly
for V,W and R.

2. 3. FOUR PARTY CASE WITH k =2

In this case, we choose the different type of the polynomial in step 2.
STEP 1. This is the same as the first step in 2.1.
STEP 2. The KDC chooses the random elements a;jk¢ € Zp,0 <1i,5,k,£ <2
which is not necessarily distinct and forms the polynomial

2 2 2 2
onw) =33 SN g 0t (mod )

i=0 j=0 k=0 £10
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It is possible to generalize our scheme for general n users using the different poly-
nomials in step 2. Next we show the security of our scheme against the coalition

of the other users.

3. PROOF OF THE SECURITY

In this section we show the security of our schemes which we proposed in Section
2. Recall k is the largest size of the coalition. In the three party case, the scheme
is safe for k = 1. In the four party case, the scheme is safe for 1 <k < 2.

3.1. SECURITY OF THE SCHEME 2.1. Suppose that X wants to try to compute
the common key of three participants U,V and W,

Kuvw =a+b(ry +rv +rw) + c(rury + rvrw +rwry) + d(ryryrw)  (mod p)

where the value ry,ry and rw is public, but a,b,c and d are unknown. Now
the adversary X can obtain the values, ax = a + brx,bx = b+ crx and cx =
c+drx (mod p) from KDC. First X guesses the common key Ky v,w by . With
the information of X and [, the following matrix equation is induced over Z,.

1 ry+rv+rw rurv +rvrw +rwry rurvrw a £

1 rx 0 0 bl | ax
0 1 X 0 c o bx
0 0 1 rx d Ccx

Let the above matrix equation be CX = B. Then,
det(C) = (rx —ru)(rx —rv)(rx — rw).
Since ry,rv,rw and rx are all distinct, det(C) is nonzero. Hence the matrix
equation has unique solution for a, b, ¢ and d. However this implies the possible
values of a, b, ¢ and d depend only on the information of X itself. Therefore it is
impossible for X to derive the exact values of a, b, ¢ and d from his own information.
If we have a network of three users then the largest size k of the coalition against
the security is only one. If & > 1, then the scheme is not secure. We show the
case of k = 2. Let X and Y be adversaries to derive the common key Ky y,w and
assume {X,Y}({U,V,W} = 0. Then X and Y combine their information ax =
a+brx,ay =a+bry,bx =b+cerx,by =b+cry,cx =c+drx and cy = c+dry.
Thus they have six-equations in four unknowns and they can easily compute the
unique solution for a, b, ¢ and d. Therefore they can form the polynomial f(z,y, z)

and compute any key they wish.
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3.2. SECURITY OF THE SCHEME 2.2. We suppose that we have four partici-
pants sharing the key, say U, V, W and R. Assume that the adversary X wants to

try to compute the common key

Kyvwr = a+blry+rv+rw +7R)+c(rury +rurw +rurr +rvrw +
rvre +rwrr) + d(ruyrvrw + rvrwrr + ruTvre + rUTWrR)

+e(ryrvrwrR) (mod p).

The values ry, rv, rw and rg are public, but a, b, ¢, d and e are unknown. Because

X has the polynomial gx(z,y,z) that was transmitted by KDC, he knows the

values ax = a +brx,bx =b+crx,cx =c+drx and dx = d+ erx (mod p).
The adversary X guesses the common key ! and he wants to conclude I = Kyy,w

by using the known information. He induces the following matrix equation over
Zpu

1 rgy+:-+rg ryrv+---+rwrr ryrvrw +-.--+TyTVrR TUTVTWTR a £

1 X 0 0 0 b ax
0 1 rx 0 0 Cc = bX
0 0 1 rXx 0 d cx
0 0 0 1 rx e dx

For convenience, let the above matrix equation be CX = B. Since ry, 7y, rw, TR

and rx are all distinct,
det(C) = (rx —rv)(rx —rv)(rx —rw)(rx —rr) = 0.

Thus C has the unique solution for a, b, ¢, d and e, but those values always depend

on [ and the information of X.

3.3. SECURITY OF THE SCHEME 2.3. We suppose that the coalition of two
users, say X and Y, wants to try to compute the key

Kyvwr = [f(z,9,2,w)

2 2 2 2
= Y D3 apjeg o'yt (mod p)

i=0 j=0 k=0 £=0

whereli, j, k, £] is the class of indices i, j, k and [ which appear ignoring the order.
We denote a; j ;¢ by a, if i+ j+k+£ = . The value ry, rv, 7w and rg are public,
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but a; j k¢ are unknown. Now X and Y combine their informatin from KDC,

aX=a+brX+ch2 ay=a+bry+cry2
bX=b+er+efr'X2 by=b+d7‘y+e’f’y2
cx =c+erx + frx?  cy =c+ery + fry?
dX=d+g'rX+h'rX2 dy=d+g’r‘y+h7‘y2
ex = e+ hrx + krx? ey = e+ hry + kry?
fx=f+krx +trx>  fy=f+kry +bry?
gx =g+mrx +nrx® gy =g+mry +nry?

2 hy = h+nry +o7'y2

hx =h+nrx +ory
kx =k+orx +prx?  ky =k+ory +pry?

Ix =L+prx +qrx?, by =L+ pry +gryt.

Thus they have 20 equations with 15 unknowns. From the above equations, they

can obtain the following equations.

ax —ay = (rx —ry)[b+ crx +cry?,
bx — by = (rx —ry)[d+erx +cry?,
cx —cy = (rx —ry)le + frx +ery?],
dx —dy = (rx —ry)lg + hrx +cry?,
ex —ey = (rx —ry)[h+krx +cry?),
fx — fr = (rx —ry)[k+trx + cry?,

gx =gy = (rx —ry)[m+nrx + cry?

b

kx —ky = (rx —ry)[o+prx +cry?

?

]

hx — hy = (rx —ry)[n+orx +cry?,
]

%]

Lx — by =(rx —ry)lp+grx +cry

s
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Using rx = ry, X and Y have the following matrix equation over Zp.

a
b
ax —ay 0 1 « 0 0 0 0 0 0 0 0 0 0 0 O o
bx — by 0 0 0 1 %« 0 0 0 0O 0 0O O 0 0 O
cx —cy 0 0 0 01 » 6 0 0 0 0 0 0 0 0 €
dy —dy 0 0 00 6 0 1 » 0 0 0 0 0 0 0 s
[ 1 ] ex — ey _ 0O 0 0 0 0O 0 0 1 % O O 0 0 0 O ﬁ
Tx—Ty fx - fv = 00 0 0 0 0 0 0 1 = 0 0 0 0 O X
ax — 9y 6 0 0 0 0 0 0 0 0 0 1 = 0 0 0 :
hx —hy 0 0 0 0 6 0 0 0 0 0 0 1 % 0 0.
kx —ky 000 0 0 0 0 0 0 0 0 0 1 * 0 "
Lx — Lty 60 o0 0 0 0-0 0 0 0 O O O 0 1 =« :
\ %/
q

where ¥ = rx 4+ ry. Simply say CX = B. A linear system CX = B is an under-
determined linear system, since the number of unknowns is 15 and the number of
the equations is 10. Then the column vectors of C cannot be linearly independent.
Moreover, by the dimension theorem for the matrices, our system has infinitely
many solutions. Hence, the coalition of two user X and Y cannot determine the
exact value of (a, b, ¢, d, e, f,g,h, k,l,m,n,o0,p, q) In other words, they cannot rule

out only values for Ky v,w,g.

4. ADVANTAGES AND REMARKS

4.1. ADVANTAGES OF OUR SCHEME Our scheme is originated from Blom’s
scheme but it has more advantages than Blom’s scheme. There are two advantages
from our scheme. The first advantage is the following. In the process of generating
common key, it has lots of computational process since the Blom’s scheme gives
unique key for each pair of users. If one is changed between user’s pair, both of
them have to change their common key. However, our scheme generate a common
key only one time for all users. If n users want to génerate a common key for
each user then the Blom’s scheme must generate 727' key, but our scheme must
generate only one time. The second advantage is to reduce the size of key storage
space. We assume that the network has n users and they want to have a common

n

key for every users, then the Blom’s scheme requires ( 2) nlogp-bits or n2logp-bits

Z) ton. But

our scheme requires nlogp-bits since the number of computation is only one-time.

since the required number of secure channels has been reduced from
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4.2, CONCLUSION AND FUTURE WORKS We have described a multiparty key
agreement protocol for which each party compute the common key by using other
party’s public data and the transmitted polynomial. The presented protocol is
established non-interactively. So we can reduce the number of generating step of
common key, and also the size of key storage. Although our scheme contribute to
one-time common key setup in multiparty communication, our scheme is not so
much practical. The presented protocol ignores the very real problem of how to
distribute secret data. For the security, this protocol relies on the absolute trusted
third party, key distributed center. So, if the adversary pretend to be KDC, this
scheme suffers a fatal blow. In that point of view, we want to develop the dynamic
keying conference based on public-key technique. One of examples is a tripartite
generalization of the Diffie-Hellman protocol using Weil and Tate pairings by An-

toine Joux [10]. We desire the efficient scheme satisfying the principle of security.
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